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ABSTRACT

The development of quantum computers and the emergence of quantum algorithms such as Shor’s algorithm and Grover’s
algorithm pose a significant threat to the security of existing cipher systems. Quantum algorithms can efficiently perform
mathematical operations that take a long time on traditional computers. This characteristic can significantly reduce the time it
takes to break modern cipher systems that rely on mathematical problems. To prepare for quantum attacks based on these
algorithms, existing ciphers must be implemented as quantum circuits. Many ciphers have already been implemented as
quantum circuits, analyzing quantum resources required for attacks and verifying the quantum strength of the cipher. In this
paper, we present quantum circuits for LED lightweight block ciphers and explain each function of quantum -circuits.
Thereafter, the resources for the LED quantum circuit are estimated and evaluated by comparing them with other lightweight
block ciphers.
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2.3 LED
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3.1 AddRoundKey
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Algorithm :Quantum circuit for
AddRoundKey of LED block cipher
Input : 64-qubit block B(bgg -, by ),
64-qubit key K(k63, . ko)
Output : 64-qubit block By, (bss, ---» by)
1: for ¢ = 0 to 63 do
2. b; < CNOT (k;, b,)
3: end for
4: return By, (bezs - by)

Fig. 4. Quantum circuit for AddRoundKey of
LED block cipher
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Algorithm @ Quantum circuit for
RoundConstants of LED block cipher

Input : 16-qubit input = (x5, ..., 7,). RC
Output : 16-qubit output z (x5, ..., 7,)

1: for ¢+ = 0 to 15 do

20 if (RC )) i) & 1 then
3 z; < X (z;)

4: end if

5: end for

6: return x(m15, ...7330)

Fig. 5. Quantum circuit for RoundConstants of
LED block cipher
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Algorithm @ Quantum circuit for SBox of
LED block cipher (C56B90AD3EF84712,
using LIGHTER-R)

Input @ 4-qubit input x(x3, Toy T1s :EU)

Output : 4-qubit output = (23, 2o, 2, 1)

1: &y < CNOT (z,. x1)

20 x4 < Toffoli (xy, z,, x3)
31 xy < Toffoli (x5, x1, Ty)
4: xy < Toffoli (xy, Ty, 1)
5: x5y <= CNOT (x5, T5)

6: z3 < X (z3)

Tt 2y < CNOT (2, 5)

8: zy < CNOT (z3. z()

9: x; < CNOT (x,, ;)

100 zy < X (z)

11: x5 < Toffoli (x,, xy, x3)
12 return :z:(a:l,x3,:v2,z0)
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Algorithm @ Quantum circuit for ShiftRows
of LED block cipher

Input : 16-qubit input b(b15, ey bo)
Output : 16-qubit output by, (15 .-, by)
by = 0

: bNE,U(blf),...,le) <« b(b3,...,b0)

S b (ygs ey bg) <« b(bys, .oy byy)

D by (bgy ooy by) < b(byys ey bg)

: bNew(b37...7b0) <« b(b77...7b4)
 return by,

S Ot W Do~

Fig. 6. Quantum circuit for SBox of LED block
cipher (C56B90AD3EF84712, using LIGHTER-R)

Fig. 7. Quantum circuit for ShiftRows of LED
block cipher
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Algorithm @ Quantum circuit for
MixColumnsSerial for first element of
matrix in LED block cipher

Input : 4-qubit x(a:3, :1:2,3717330),
4-qubit input y(y3, Yoy Y1 yo)
Output : 4-qubit output ¥ (ys, Yo, ¥1s Yo)

11 yo < CNOT (z5, y,)
20y, < CNOT (zy, y;)
3t y; < CNOT (x5, y;)
4: y, < CNOT (z(, yy)
5: yy < CNOT (z3, yy)
6: y; < CNOT (z,. y;)
7: return y (Y3, Yo, Y15 Yo)

Fig. 8. Quantum circuit for MixColumnsSerial
for first element of matrix in LED block cipher
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Table 1. Quantum resources for LED and
comparison with other cipher implementation

Algorithm gafes CgljtoesT 'I;;ftfgéi Qubits|Depth
éf/:(i 1,438 | 19.008 | 2,048 | 142 | 810
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